You asked for:
This is an FoI request under the Freedom of Information Act 2000.

The information I am requesting is as follows:

1.       How much money has the Council spent on cyber security measures in the following financial years:

a.      2016-17 (so far)

b.      2015-16

c.       2014-15

d.      2013-14

e.       2012-13

i.      If data for the current financial year is incomplete or unavailable, please provide the data for the most recent financial years. If these exceed the cost limit of FoI requests, then please provide the data for as many recent years as possible.

We do not have a separate budget or isolated costs for cyber security. We have cyber security integrated within our network and IT infrastructure budget which is available via the contracts webpage.

This letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because an exemption under Section 21 of the Act is being applied, namely the information is accessible by other means, the Council Website. 

IT Contract information can be found using the following link:
http://www.leicester.gov.uk/your-council/how-we-work/data-protection-and-foia/transparency-and-open-data/
2.       How many cyber-attacks has the Council experienced in the following financial years:

a.      2016-17 (so far)

b.      2015-16

c.       2014-15

d.      2013-14

e.       2012-13

i. If data for the current financial year is unavailable, please provide the data for the most recent financial years. If these exceed the cost limit of FoI requests, then please provide the data for as many recent years as possible.

3. How were each of these cyber threats dealt with? If this request exceeds the FOI cost limit, then please provide as much explanation as possible of how the Council dealt with the most recent cyber threats.
For questions 2 and 3 we are unable to provide this as the release of this information could potentially put the Council at serious risk of attack.
This letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because an exemption under Section 31 of the Act is being applied – law enforcement, Section 31(1) (a) the prevention and detection of crime. 

4.    What was your Council’s total spending for the following financial years:

a.      2016-17 

b.      2015-16

c.       2014-15

d.      2013-14

e.       2012-13

This letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because an exemption under Section 21 of the Act is being applied, and namely the information is accessible by other means, the Council Website. 

https://www.leicester.gov.uk/your-council/how-we-work/performance-and-spending/statement-of-accounts/

If you are unable to answer all these questions due to cost limits, please respond to questions 1, 2 and 3, or prioritise the questions from top to bottom. For the information requested, any external documents relating to this issue, such as from public meetings, minutes of discussions with council members, and any relevant emails, would also be much appreciated.

If there is any misunderstanding of the exact definition of “cyber-attack/cyber security”, please look for any attempt by hackers or criminal activity to steal, alter or manipulate council data, whether that is citizen data, data about the Council itself, or website hacking. Any threats to the Council’s IT system and its security is included here.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall, 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 

