Freedom of Information Act 2000 – Cyber crime
Your request for information has now been considered. 

You asked:
1. Does your organisation keep an incident log of cyber attacks? 
Answer: 
Yes
2. How many cyber attacks - attempted and successful - were recorded against your organisation in the last three financial years, year-by-year (i.e. 2014/15, 2015/16, 2016/17)?

3. Where cyber attacks were successful, what kind of data and what amount of data, if any, was lost or stolen? Was it confidential?

4. For each case, please confirm:- the type of attack (eg ransomware, denial of service etc.)

5. What specific demand, if any, was made to resolve the attack? Did the organisation comply?

6. Whether the attack was reported to police or other responsible authority? Was the attacker traced/convicted?

Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

For your information this letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 

