Freedom of Information Act 2000 – cyber attacks
Your request for information has now been considered. 

You asked for:
I am writing under the Freedom of Information Act 2000 to request information about cyber-attacks and cyber security incidents affecting your authority. Specifically, I am asking the following for each year since 2013:

Please note: We are using the following definitions in accordance to guidelines given by the National Cyber Security Centre (NCSC). https://www.ncsc.gov.uk/incident-management

Cyber-attack: a malicious attempt to damage, disrupt or gain unauthorised access to computer systems, networks or devices, via cyber means
Cyber security incident: a breach of a system’s security policy in order to affect its integrity or availability or the unauthorised access or attempted access to a system

1. Please provide details of how many cyber-attacks to computer systems, networks or devices have taken place.
2. Please provide details of how many cyber security incidents caused internal systems or devices to be infected or for services to be affected.
3. How many times have you reported cyber security incidents to:
a) Police
b) NCSC
c) Information Commissioner’s Office (ICO)
d) Other, please provide detail
4. How many cyber security incidents have caused the loss/breach of data?
5. Please provide details of the cyber security awareness training provided to staff.
6. Please detail the number of staff trained in cyber security awareness.
7. Please detail what percentage of the annual budget has been allocated towards:
a) securing IT-systems and networks against cyber-attacks
b) training staff in cyber security awareness

Answer: 
Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

For your information this letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 

