Freedom of Information Act 2000/Environmental Information Regulations 2004  
re: forensic investigations – remote working arrangements
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
I am writing to request information under the Freedom of Information Act 2000 regarding the council's approach to forensic investigations following the transition to remote working arrangements.

Specifically, I would like to know:

1. What procedures or protocols are currently in place for conducting forensic investigations (e.g. digital forensics, internal audits, disciplinary investigations) when staff are working from home?
Answer:

Any investigations related to fraud etc. would be conducted by the Corporate Investigations service that is provided through our arrangement with Veritau. The necessary procedures/protocols/approach taken will depend on the nature of the investigation required but that will be within an agreed framework. 

2. Have there been any changes to the council's forensic investigation practices since remote working was introduced?
No.

3. What technologies, tools, or platforms are used to support forensic investigations in a remote working environment?
This would depend on the nature of the investigation. Those that require access to digital records or information are supported by system administrators that have privileged access rights within the Microsoft environment. 


4. How does the council ensure the integrity, confidentiality, and chain of custody of digital evidence collected remotely?
Digital records or information is collected as above and then securely accessed by approved individuals within the Microsoft environment. 


5. Are there any policies or guidance documents available that outline the council's approach to forensic investigations under remote working conditions?

No. 

If any of the requested information is already publicly available, please provide links or references to where it can be accessed.

You may re-use the information under an Open Government Licence.

If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
