Freedom of Information Act 2000 
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
I am requesting under the Freedom of Information Act, information about loss of personal data by the council and breaches of security involving personal data held by the council.

I would like to know:

A) All incidents in the past 24 months where personal data held by the council had been lost, stolen, or the security protecting personal data held by the council had been breached
B) The date these incidents occurred

C) Details of what data were lost, stolen or had its security breached, including the number of people whose personal data were involved

D) An estimate of the cost of losing the data, including any fines incurred for losing data

E) What measures the council took to protect privacy as a result of the incident

Answer:
Please see attached 2014 10 17 6659 LCC Security incidents Oct 2012-Sep 201.

There is no estimated cost of losing the data, and no fines have been incurred.
Leicester City Council is a large unitary authority employing thousands of staff who process millions of transactions involving personal data each year.  It takes its responsibilities under the Data Protection Act very seriously.

 

In recent years all Leicester City Council staff have been required to undertake mandatory Data Protection training.  An online training module is in place for all computer-based staff, as well as there being a staff briefing available for manual-based staff and an EasyRead version for staff with learning disabilities.  Refresher training is run on an annual basis.  

 

Inevitably sometimes mistakes can be made.  Leicester City Council has a robust process in place for the reporting of any data breach to the central Information Assurance team, and takes action to prevent a repeat of any such mistake.  Upon investigation, if it is determined that any data breach has occurred, remedial action will take place immediately, lessons will be learnt, processes amended if necessary and any disciplinary action that is deemed appropriate will be considered. This process has been widely publicised in the last two years, and along with the mandatory training which is in place, has resulted in an increased awareness from staff to report any incidents.

Inevitably this means that the number of incidents recorded may be greater than those recorded by other local authorities who might have afforded data security a lesser priority. 

The legislation allows you to use the information supplied for your own personal use, or for journalistic purposes. If the information is a dataset (which does not relate to the environment), you may also use the information for commercial re-use under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance Manager
Information and Support
Leicester City Council

Bosworth House

9 – 15 Princess Road West
LEICESTER LE1 6TH 
e-mail: info.requests@leicester.gov.uk 

Your request for internal review should be submitted to the above address within 40 (forty) working days of receipt by you of this response.  Any such request received after this time will only be considered at the Council’s absolute discretion.

You may also seek independent advice from the Information Commissioner at: 

Information Commissioner's Office 

Wycliffe House 

Water Lane 

Wilmslow SK9 5AF 

Telephone: 01625 545 700 

www.informationcommissioner.gov.uk 
Please be aware that the Information Commissioner does not normally consider requests until the internal appeals process of the Council has been exhausted.  You are therefore advised to appeal to the Information Governance Manager before contacting the Commissioner.
Enc. 2014 10 17 6659 LCC Security incidents Oct 2012-Sep 2014.

