Freedom of Information Act 2000 
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
Q1: How much ‘official’ (IL2, IL3) data, as a percentage and total capacity of all data your organisation holds, do you store?  

Percentage: ________% of all our data

Total capacity: ________ terabytes of data
The Council does not hold this information.  Therefore this letter acts as a refusal notice under section 17.1 of the Freedom of Information Act 2000 because, in accordance with section 1.1 of the Act, this information is not held by Leicester City Council.
 

Q2: How much of that 'official' data, as a percentage and total capacity is stored onsite (in one of your buildings) versus 3rd party offsite*(Colocation or any type of Cloud such as public, private & hybrid).

Percentage onsite: ________% of all our data

Total capacity onsite: ________ terabytes of data

Percentage offsite in the cloud: ________% of all our data

Total capacity offsite in the cloud: ________ terabytes of data

*If you have your onsite ‘official’ data that is backed up off-site, please just duplicate your onsite entry
The Council does not hold this information.  Therefore this letter acts as a refusal notice under section 17.1 of the Freedom of Information Act 2000 because, in accordance with section 1.1 of the Act, this information is not held by Leicester City Council.
Q3: How much of this ‘official’ data is stored within following accredited security impact levels.  Please provide an approximate percentage for each level, and your answer should total 100% or thereabouts.

Onsite 
Official (IL2): ________%

Official (IL3): ________%

Other level/type (I.e IL4 and above): ________%

Don’t know: ________%

Offsite 
Official (IL2): ________%

Official (IL3): ________%

Other level/type (I.e IL4 and above): ________%

Don’t know: ________%
The Council does not hold this information.  Therefore this letter acts as a refusal notice under section 17.1 of the Freedom of Information Act 2000 because, in accordance with section 1.1 of the Act, this information is not held by Leicester City Council.
Q4: How many times have you enlisted the help of a CESG Listed Advisor Scheme (CLAS) consultant in the past 24 months to review, check and audit the accredited security levels in place at your organisation?

0, 1, 4, 8, Other
0 - We have, however, used the advice of the Cabinet Office. 

Q5: How often have the accredited security levels in place at your organisation been audited over the past 24 months?

0, 1, 4, 8, Other

The Council applies annually for the code of connection accreditation, so if this is an audit, the answer is Other (2). 

There have also been 2 annual IT Health Checks in the last 24 months as part of the Code of Connection.

 

Q6:  Have any data breaches been recorded at your organisation over the past 24 months? 

Yes, No, Don’t Know

Yes.

The legislation allows you to use the information supplied for your own personal use, or for journalistic purposes. If the information is a dataset (which does not relate to the environment), you may also use the information for commercial re-use under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance Manager
Information and Support
Leicester City Council

Bosworth House

9 – 15 Princess Road West
LEICESTER LE1 6TH 
e-mail: info.requests@leicester.gov.uk 

Your request for internal review should be submitted to the above address within 40 (forty) working days of receipt by you of this response.  Any such request received after this time will only be considered at the Council’s absolute discretion.

You may also seek independent advice from the Information Commissioner at: 

Information Commissioner's Office 

Wycliffe House 

Water Lane 

Wilmslow SK9 5AF 

Telephone: 01625 545 700 

www.informationcommissioner.gov.uk 
Please be aware that the Information Commissioner does not normally consider requests until the internal appeals process of the Council has been exhausted.  You are therefore advised to appeal to the Information Governance Manager before contacting the Commissioner.

