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1.
Introduction

1.1
Information is a major asset that the Council has a responsibility and requirement to protect. It takes many forms and includes written material, photographs, cctv images, voice and video recordings, maps and diagrams, numeric data.  This material can be processed, stored on computer systems, transmitted across networks, printed out or written on paper, sent by fax (where such legacy systems are still in use), stored on tapes, disks or other electronic media and spoken in conversation or over the telephone.  

2.
Aim

2.1
To provide a framework for the protection of information held by the Council from incidents that may have a detrimental effect on; the ability of the Council to deliver services, the reputation of the Council, or have an adverse effect on the public and staff whose data may be personal and/or sensitive. Such incidents, which will include both accidents and deliberate acts or omissions could result in fines imposed by regulatory authorities or civil litigation. 

3.
Applicability

3.1
This policy applies whenever and wherever Council Information Systems or information is processed or used.  Information can take many forms and includes, but is not limited to, the following:
· Hard copy data printed or written on paper.

· Data stored electronically in corporate infrastructure and in removable media.

· Communications sent by post / courier or using electronic means.

· Image and voice recordings.

· Discussion of personal/sensitive work matters in public/insecure locations.
4.
Review and Maintenance

4.1
This Policy is agreed and distributed for use across the Council by the Information Management Programme Board (IMPB) on behalf of the Strategic and Operations Boards.  It will be reviewed annually by the Head of Information Assurance, who will forward any recommendations for change to the IMPB for consideration and distribution.   
5.
Need for an Information Security Policy 

5.1
The data stored in the Council’s manual and electronic information systems represent an extremely valuable asset on which is placed an ever-increasing reliance for the effective delivery of services. The value of and our reliance on our information makes it necessary to ensure that: 

· All systems, manual or electronic, that create, store, archive or dispose of data are developed, operated, used and maintained in a safe and secure fashion. 
· The public and all users of the Council's information systems are confident of the confidentiality, integrity and availability of the information used and produced. 

· Business damage and interruption caused by security incidents are minimised.

· All legislative and regulatory requirements are met. 
· All transmission and essential sharing of information with partners, be that in manual or electronic format, is properly authorised and effected within agreed sharing protocols.
6.
Legal Requirements 

6.1 The Council is obliged to comply with all relevant UK information legislation. This requirement to comply is devolved to Elected Members, staff, contractors or others permitted to use Council data, who may be held personally accountable for any breaches of information security for which they may be held responsible.  
6.2 The Council shall comply with the following legislation and other legislation as appropriate:

· The Data Protection Act (1998) 

· The Data Protection (Processing of Sensitive Personal Data) Order 2000.

· The Copyright, Designs and Patents Act (1988) 

· The Computer Misuse Act (1990) 

· Human Rights Act (1998) 

· Regulation of Investigatory Powers Act 2000

· Freedom of Information Act 2000

· Health & Social Care Act 2001 
· Protection of Freedoms Act 2012
6.2
For more detailed explanations of the above see the Information Assurance section of the Staff e-Handbook
7.
Policy Statement

7.1
The Council will endeavour to protect its information assets from all threats, whether internal or external, deliberate or accidental.
8.
Purpose

8.1
The purpose of security in any information system, be that manual or electronic, is to preserve an appropriate level of:

· Confidentiality - the prevention of the unauthorised disclosure of information 

· Integrity - the prevention of the unauthorised amendment or deletion of information 

· Availability - the prevention of the unauthorised withholding of information or access to the systems upon which the information is processed or stored 

8.2
The level of security required in a particular system, manual or electronic will depend upon an assessment of the risks and threats associated with the system, the data held on the system and the working environment of the system. 

9.
Objectives
9.1
The Policy is intended to establish and maintain the security and confidentiality of information, and provide a framework for maintaining the normal business activities of the Council by:

· Creating and maintaining within the organisation a level of awareness of the need for Information Security as an integral part of the day to day business. 
· Ensuring that all data users are aware of and fully comply with the relevant legislation as described in policies and fully understand their own responsibilities. 
· Protecting information assets under the control of the organisation
· Protecting valuable or sensitive information from unauthorised disclosure; 
· Safeguarding the accuracy, completeness and authorised accessibility of information 
· Protecting against unauthorised modification of information.
· Storing, archiving and disposing of sensitive and confidential information in an appropriate manner.
· Lawful use of Council information and any associated storage or processing facility.

9.2
The Council will achieve this by ensuring that: 

· Information required for business use is readily available and is protected against unauthorised access;

· Confidentiality of relevant information is assured;

· Integrity of information is maintained;

· Regulatory and legislative requirements are met; 

· All transmission and essential sharing of information internally or with partners, in manual or electronic format, is properly authorised and effected within agreed sharing protocols.
· Information Security Awareness and, where required, specific Security Training is provided;

· All breaches of Information Security, actual or suspected, are reported, investigated and any resulting necessary actions taken;

· Standards and procedures are produced to support the Policy. These include technical ICT security measures applicable to users and systems.
10.
Scope

10.1
The policy applies to all:

· Council information whatever format in which it is held
· Council Elected Members and employees, including contractors and visitors, not employed by the Council who have access to Council information or those who are engaged to work on behalf of the Council;
and
· Locations from which Council systems are accessed (including home use or other remote use). Where there are links to enable partner organisations to access Council information, prior assurance must be obtained that information security risks have been identified and suitably controlled 
11.
Acceptable Use
11.1
All use of Council information is restricted to official Council business.  Any use of Council information systems will comply with the Council Information Infrastructure Acceptable Use Policy
12.
Responsibilities

12.1
The Chief Operating Officer is the Senior Information Risk Owner and has overall responsibility for information security within the Council. 

12.2
The Head of Information Assurance is responsible for: 
· The production, review and maintenance of information security policies and their communication to the whole Council; 
· Provision of professional guidance on all matters relating to information security. 
· Oversight of all information security breach and suspected breach investigations.  This will include onward reporting to the Police or Information Commissioner as necessary. 
· Provision, via the Intranet, of Information Security Awareness briefing materials and, through City Learning, of on-line training.
12.3
The Corporate Information Manager is responsible for:

· Developing and managing the tools and processes that enable staff to manage their information from creation to its disposal;
· Developing, implementing and maintaining the corporate Information Management(IM) policies, procedures and standards that underpin the effective and efficient creation, management, dissemination and use of information; 
· Provision of IM support and advice to staff and managers.
12.4
The Information Governance Manager is responsible for:

· Policy and measures to ensure compliance with Information Law and access rights including oversight management of all information requests, and any subsequent appeals and complaints to the Information Commissioner;

· Management and recording of Information Sharing processes and agreements;

· Production of an annual Information Governance Report.
12.5
All Directors and Managers will:

· Implement this Policy within their business areas;

· Ensure adherence to it by their staff;
and

· Ensure all information is disposed of in accordance with the Council’s Retention and Disposal Schedule. 

12.9
Additionally they will specifically ensure that:

· All current and future users of Council information are instructed in their security responsibilities and have access to and have read the Information Security Policies.
· Authorised users of computer systems/media are trained in their use and comply with policy and procedural controls to protect data, including where appropriate the use of secure email transmission. 

· Determine which individuals are given authority to access specific information systems. The level of access to specific systems should be on a job function need, irrespective of status. 

· Procedures are implemented to minimise exposure to fraud, theft or disruption of its systems such as segregation of duties, dual control, peer review or staff rotation in critical susceptible areas. 

· Current documentation is maintained for all critical job functions to ensure continuity in the event of relevant staff being unavailable. 

· All staff members are aware of the confidentiality clauses in their contract of employment. 

· Ensure that the Information Risk Manager is alerted immediately about non-routine staff changes affecting computer access (e.g. staff suspension)

· Ensure that routine staff changes (e.g. job function changes, leaving department or organisation) are reported to ict-access-request@leicester.gov.uk  so that system access may be withdrawn or suspended as appropriate. 

· All contractors undertaking work have signed confidentiality (non-disclosure) undertakings before employment commences. 

· Any breach of this policy, real or suspected, is reported as required in the Information Security Incident Reporting Policy
13.
Staff leaving the Council’s employment 

13.1
At the time of departure from employment the management of access to data and data systems, both manual and electronic, is of critical importance.  All managers and staff are to follow the procedures detailed in the Corporate Exit Procedures Check list.
14.
Enabling Effective and Secure information Flow 

14.1
Partnership working is vital to the Council’s delivery of service and this requires in some instances the essential sharing of personal information.  To facilitate this in a legal manner an Information Sharing Protocol has been developed with key partners.  This Protocol provides the model for the development of specific Information Sharing Agreements (ISA).

14.2
All Information Sharing Agreements and Memoranda of Understanding are to be reviewed and recorded by the corporate Information Governance Team.
14.3
Additionally the Council receives regular requests for personal data from, but not limited to: 

· Security Agencies, such as the Police or The Border & Immigration Agency, in the investigation of suspected or actual crime

· Insurance companies 

· Potential employers 

· Banks 

14.4
In responding to legitimate requests, the Council will ensure compliance with the Data Protection Act 1998, by applying the principles contained within the Act when considering the release of the information to requesters.  Staff should seek specific advice from the Information Governance Team. 
15.
Telephone Security 

15.1
Managers must ensure that all their system users are aware of the importance of checking the credentials of all callers requesting personal or otherwise sensitive information. 

16.
Fax security 

16.1
The continued use of this legacy technology must be shown as being essential to the business area concerned.  Users must ensure that fax communications are protected at all times and that any containing personal or sensitive information are sent, and received in a secure manner. 
17.
Verbal Communications 

17.1
The Council will ensure that all staff are advised and regularly reminded of their obligation to respect the privacy of customers and Colleagues. This means holding conversations discreetly and with due regard to the sensitivity of the subject under discussion.

18.
Home-working Information Security Standards 

18.1
Where Management has agreed that Staff may work at home it is essential that adequate Information Security Standards are applied.  These standards apply whether the information being processed is in manual or electronic format and whether personal or Council provisioned ICT equipment is in use.

18.2
Formal written authorisation by the responsible Service Director or their Authorised Deputy is required before person-identifiable electronic data files can be taken home. Person identifiable data files must not be sent via email to a user’s home email box.

18.3
Data or documents being transferred between home and work must be kept secure and discretely packaged at all times. Computer equipment or manual data must not be left in vehicles overnight. Whilst held at home confidential data or reports that you are not actively using must be kept secure at all times.
19.
Protective Security Marking of Information
19.1
Sensitive Information is to be security marked using HMG Security Policy Framework Protective Marking Scheme.  
20.
Data Destruction
20.1
Subject to the requirements of the Council Data Retention and Disposal Policy and Schedules all data in whatever format will be securely deleted/destroyed upon it being no longer required to support business needs.  All Business units should obtain shredders for document and cd/dvd disposal and those within CLABs buildings are able to use a centrally provisioned secure document destruction service. Information and Customer Access Division provide a secure disposal service for all IT Hardware.  Advice should be sought on the secure destruction of any data recorded to tape (audio or image) and usb sticks from the Information Risk Manager.

