Freedom of Information Act 2000 – IT Security
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
1a. May you confirm who deployed these networks and their names (i.e. in the instance of Sunderland City Council's corporate network, it has been reported that the network was deployed by BT: http://www.telecompaper.com/news/bt-delivers-corporate-network-for-sunderland-city-council--819112)
ANSWER:

Most of the Corporate Network is virgin, but there are some remnants of BT.

1b. May you provide me with copies of the tender award documents (these may be 1b.1 – the invitation to tender, and 1b.2 – the final contract, and 1b.3 etcetera, wherein they display an evaluation of the tender process) relating to the deployment of your corporate network.
All our networks are purchased through EmPSN and the contracts etc all held by them.  This is information not held by Leicester City Council.
 
1c. I would like to be able to contextualise the successful bid by understanding how many bids you received and how they were evaluated. If you may, I would like you to provide this as a table in a spreadsheet format, the rows of which would list those tendering and the columns of which would list the evaluation criteria. If such a document does not exist, please provide me with a facsimile which might only include the financial range of the bids, in a spreadsheet format.

Please see above answer.
This information is of obvious value in understanding the deployment of your corporate network which is necessary information to complement the following questions regarding your security practices.

2a. I would like to know what anti-virus and anti-malware solutions you use, this information would be the names of the solutions, the locations at which they are installed, and the names of the companies who have provided them.
Endpoint ( Microsoft Agreement with SBL) on laptops but will be rolled out to desktops once Kaspersky contract expires in 2016. 

Kaspersky (through Trustmarque) for all Desktops and Servers.
Trend Micro (through Phoenix) on the Citrix Servers.

2b. May you provide me with copies of the tender award documents for these solutions, as per 1b. Here I would like to understand the procurement process for these solutions and the degrees to which they are expected to provide security. I ask for these as I am aware the solutions may be purchased alone, while also an AV solution is often provided as part of a Microsoft Enterprise Agreement, for instance.
ITT cant be provided, these were done on a requirements discussion to what met the needs of the organisation, through frameworks. When purchasing through frameworks all the due diligence is completed by the purchasing organisation and we have no access to their ITT’s to release.  ( ESPO or CCS) and using any such suppliers have proven by CCS to ESPO meet the security requirements.
Leicester City Council does not hold this information.

2c. May you confirm the date these solutions have been running for.
Please see contracts log published by following the below link, which contains the information you require.
http://data.leicester.gov.uk/
For your information this letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because an exemption under Section 21 of the Act is being applied, namely the information is already in the public domain, i.e. the Council’s Website (Transparency and Open Data):


2d. May you confirm the number and type of machines across which these solutions are installed.
Servers – 188 Physical and 422 Virtual 

Desktops and Laptop - 6425

2e. May you inform of of whether there is an employee responsible for maintaining these solutions, and whether this employee does so exclusively. If you may also explain to me their title and pay range in pounds sterling.

The IT Security Manager is responsible and the pay grade for that job is scale 11 which is £40,217 to £42,957.
3c. I also wish to receive information about the number of infections that have occurred in the last twelve months, and in what areas, and on what machines these occurred.

3d. I would like to know at what account level these infections occurred

3e. I would like to know how many instances were there in which these infections were not contained, but spread to another part of the network.


3f. I would like to know what the entry-point of these infections was, in each case.


3g. I would like a list of the number and type of unauthorised accesses within your networks.
Leicester City Council is not releasing this information as it believes, after conducting a public interest test, that this information could be used to attack the councils IT infrastructure and is therefore witholding it under the following exemptions.

· Section 24(1) – national security - the purpose of safeguarding national security.

· Section 31– law enforcement - the prevention and detection of crime.

Finally, I would like to ask about your security maintenance policies.

4a. If one exists, may you explain your password policy and its enforcement
We can confirm we have a strict password policy and its enforced. However, we are withholding it under the following exemptions.
· Section 24(1) – national security - the purpose of safeguarding national security.

· Section 31– law enforcement - the prevention and detection of crime.

4b. If one exists, may you explain your log-on policy and its enforcement.
We can confirm we have a strict log on policy and its enforced. However, we are withholding it under the following exemptions.

· Section 24(1) – national security - the purpose of safeguarding national security.

· Section 31– law enforcement - the prevention and detection of crime.

4c. If one exists, may you explain your email policy and its enforcement.
We can confirm we have a strict email policy and its enforced.   However, we are withholding it under the following exemptions.

· Section 24(1) – national security - the purpose of safeguarding national security.

· Section 31– law enforcement - the prevention and detection of crime.

4d. If one exists, may you explain your device policy (i.e. nothing from home) and its enforcement.
We can confirm we have a strict device policy and its enforced.   However, we are withholding it under the following exemptions.

· Section 24(1) – national security - the purpose of safeguarding national security.

· Section 31– law enforcement - the prevention and detection of crime.


4e. May you clarify whether you store and or process bank card data? 
Yes and yes.
4f. May you clarify whether you are PCI compliant?
Yes.
The legislation allows you to use the information supplied for your own personal use, or for journalistic purposes. If the information is a dataset (which does not relate to the environment), you may also use the information for commercial re-use under use under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance Manager
Information Governance
City Barrister & Head of Standards
1st Floor
16 New Walk
LEICESTER LE1 6UB 
e-mail: info.requests@leicester.gov.uk 

Your request for internal review should be submitted to the above address within 40 (forty) working days of receipt by you of this response.  Any such request received after this time will only be considered at the Council’s absolute discretion.

You may also seek independent advice from the Information Commissioner at: 

Information Commissioner's Office 

Wycliffe House 

Water Lane 

Wilmslow SK9 5AF 

Telephone: 01625 545 700 

www.informationcommissioner.gov.uk 
Please be aware that the Information Commissioner does not normally consider requests until the internal appeals process of the Council has been exhausted.  You are therefore advised to appeal to the Information Governance Manager before contacting the Commissioner.

