Freedom of Information Act 2000 – ransomware virus scan
Your request for information has now been considered.  
You asked:

1. Whether the council has fallen victim to a ransomware virus scam (a definition of which can be found at: http://www.trendmicro.com/vinfo/us/security/definition/ransomware), or has been made aware that it has transmitted a ransomware virus scan from its email server, between 1 January 2014 and 31 July 2016 inclusive, in whichever format is easiest to supply; and

2. If the answer to question 1) is "yes", how many times the council has fallen victim;

3. If the answer to question 1) is "yes", how many machines (PCs or laptops) were affected, and what happened to them; and

4.  If the answer to question 1) is “yes”, whether the council paid the ransom, and if so, how much it paid in pounds sterling, in whichever format is easiest to supply.

Answer: 

For your information this letter constitutes a refusal notice under section 17.1 of the Freedom of Information Act 2000 because an exemption under section 31(1)(a) (law enforcement) is being applied.  
Disclosure of the requested information would be likely to have significant negative impact on the prevention or detection of crime.  The Council considers there is a strong public interest in avoiding likely prejudice to the prevention of crime.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance and Risk 
Leicester City Council

Legal Services
4th Floor, Rutland Wing

City Hall

115 Charles Street

Leicester
LE1 1FZ

e-mail: info.requests@leicester.gov.uk
