Freedom of Information Act 2000 – data and cyber security
Your request for information has now been considered. The Council holds the following information.
You asked:
[1] Please may you provide me with the number of data breaches that occurred of your organisation's owned, processed or generated information in the calendar year 2017.
[1.2] Please may you provide me with a list of details regarding these breaches (i.e. when they occurred, how they occurred, and what information was lost).

[2] If your organisation differentiates between data breaches and data incidents, please may you provide me with the number of data incidents that occurred of its owned, processed or generated information in the calendar year 2017.

[2.2] Please may you provide me with a list of details regarding these incidents (i.e. when they occurred, how they occurred, and what information was lost).

Answer:  Please refer to the enclosed spreadsheet for answers to questions 1 & 2
[3] Please may you provide me with the number of cyber security incidents that occurred within your organisation in the calendar year 2017.
[3.2] Please may you provide me with a list of details regarding these incidents (i.e. when they occurred, how they occurred, whether information was exposed, and how the incident was handled, if recorded as a crime by the police and/or whether the National Cyber Security Centre was informed).

Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act - Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

This part of the letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 
Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 

