Freedom of Information Act 2000 – cyber security
Your request for information has now been considered. 
You asked:
Has your organisation ever suffered a cyber security incident through a third-party provider; that is, an attack which infiltrated your IT systems through an outside partner, provider or vendor? 
- Yes 
- No

If yes, did this occur within the last 12 months? 
- Yes 
- No

Do you have a list of all the third parties that your organisation shares sensitive data with? 
- Yes 
- No

In terms of cyber security governance processes, do you have clear criteria that third parties - suppliers or those in which there are dependencies within the supply chain - must comply with in order to do business with them? 
- Yes 
- No

If Yes, please indicate all that apply: 
- Suppliers must assure their cyber security against the HMG Cyber Security Standard 
- Suppliers must demonstrate that they hold a valid Cyber Essentials Certificate. 
- Suppliers must demonstrate compliance with the Payment Card Industry (PCI) DSS standard 
- Other: please indicate:

How often do you reassess third party or suppliers’ security measures to ensure they still meet the minimum criteria? 
- At least every 12 months 
- At least every 2 years 
- More than every 2 years. 
- We don’t reassess

Have you revisited these requirements to ensure compliance with the General Data Protection Regulation (GDPR)? 
- Yes 
- No

Do you have policies in place for privileged access management? 
- Yes 
- No

Answer: 
Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

For your information this letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000. 

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 
Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 


