Freedom of Information Act 2000 – data breaches
Your request for information has now been considered. The Council holds the information requested.
You asked:
1. Please provide the number and type of personal data breaches in your organisation for the financial years (numbers 1-11, below): and

Financial Years:
2014-15
2015-16
2017-18
2018-19

Please break down your response by breach type:
Data posted/faxed to incorrect recipient 
Loss/theft of paperwork 
3. Loss/theft of unencrypted device
4. Data sent by email to incorrect recipient 
5. Verbal Disclosure
6. Failure to use bcc when sending email
7. Failure to redact data 
8. Data left in insecure location
9. Loss/theft of only copy of encrypted data
10. Other security failing 
11. Reported as a breach internally, but found to be a non-breach
12. Cyber Incident;
Brute Force (Password Attack)
Credential stuffing
Cross Site Scripting
Denial of Service
Hardware/Software Misconfig
Malware
Other Cyber Incident
Phishing
Ransomware
Unauthorised Access (Cyber)
Answer:
The Council uses the definition of a personal data breach given in Article 4(12) of the General Data Protection Regulation 2016 (GDPR), as: 

“a breach of security leading to the accidental or unlawful, destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed”.
The Council does not record numbers of personal data breaches reported and investigated in financial years, but in calendar years as set out below: 
(Please note: this figure does not include Cyber breaches) 

2014 – 46 Data Breaches

2015 – 60 Data Breaches

2016 – 123 Data Breaches

2017 – 143 Data Breaches

2018 – 246 Data Breaches

2019 (up to 19.06.19) – 129 Data Breaches

Please be advised that the Council also does not categorise breaches in the manner you have requested and estimates that to do so would involve a cost of compliance exceeding the £450 (worked out at a rate of £25 per hour) that is allowed by the Fees Regulations made under Section 12 of the Freedom of Information Act 2000.

In summary, it is estimated that to identify and determine type of breach for each of the 747 identified breaches (as defined above) over the period 2014-2019 (up to 19 June 2019) would require a search of each separate file at 5 minute per file to provide the requested information and this would lead to over 62 hours of work to prepare this. 

The Council will not be undertaking that exercise on this occasion.
This is therefore a Refusal Notice under Section 17.1 of the Freedom of Information Act, because under the provisions of Section 12.1 of the Act, the Council estimates that to comply with your request in its current form will exceed the appropriate limit.

2. The number of Cyber Security breaches in your organisation for the same period (number 11 and 12)
For your information this part of the letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000. 


Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 
Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 


