Freedom of Information Act 2000 
Your request for information has now been considered. The Council holds the information requested.
You asked for:
 

1. Please provide details of how many cyber-attacks to computer systems, networks or devices have taken place in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date.
2. Please provide details of how many cyber security incidents caused internal systems or devices to be infected or for services to be affected in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date.

3. Please provide details of how many ransomware attacks have been made to your computer systems, networks or devices in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date.

4. How many cyber-attacks have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date? 

5. How many cyber security incidents have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date? 

6. How many ransomware attacks have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date? 

7. On how many occasions has the authority paid money those involved in a ransomware attack – whether that is described as a ransom, fine, payment to unlock, purchase of unlocking product, fixing fee or any other payment to necessitate returning your systems to normal in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date?

8. For any occasions referred to in question 7 please provide the date and the amount paid, including currency and method of payment, such as electronic transfer, Paypal, Bitcoin or any other means of paying the fee.

Answer: For your information this part of the letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000. 


Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 
Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 

