Freedom of Information Act 2000
Your request for information has now been considered. 
You asked:

1. Has the council experienced an attempted cyber-attack in 2019? Please answer yes or no.

2. How many attempted cyber-attacks has the council experienced in 2019 (up to 30.06.2019), 2018 (full year) and 2017 (full year)?

3. Has the council experienced a cyber-attack in 2019 that resulted in a loss? Please answer yes or no.

4. How many cyber-attacks has the council experienced in 2019 that resulted in a loss (up to 30.06.2019), 2018 (full year) and 2017 (full year)?

5. Please state the cost to the council of the cyber-attacks that the council experienced in 2019 (up to 30.06.2019), 2018 (full year) and 2017 (full year)
For your information this part of the letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000. 


Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

Confirming or denying whether information is held on cyber-attacks and what remedial measures may or may not have been taken could aid malicious parties by encouraging further attacks. Attacks on IT systems are criminal offences, so to provide information or confirmation of information being held might prejudice the prevention of crime by facilitating the possibility of an offence being carried out. There is a very strong public interest in the effectiveness of law enforcement and the prevention of crime.

6. Does the Council purchase insurance via an insurance broker? Please answer yes or no. 

· If so, from who?
Yes – Arthur J Gallagher Ltd

7. For the year 2018/19 does the Council purchase Cyber Insurance? Please answer yes or no. 
No.

· If so, what is the name of the insurer?

8. Please state the premium spend of the insurance product
Not applicable.

9. Please state the job title and level/banding for the person who is responsible within the council for purchasing these insurance products 

Principal Accountant, band 11.
You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance and Risk
Leicester City Council

Legal Services
4th Floor City Hall

115 Charles Street

Leicester  
LE1 1FZ
e-mail: info.requests@leicester.gov.uk 

