Freedom of Information Act 2000 – social media monitoring
Your request for information has now been considered. The Council holds the information requested.
You asked:
For definition of social media intelligence please see background explanation below. We further note the comments of the Office of Surveillance Commissioners Annual Report 2016 cited below. 

1. In 2016 the Rt Hon Lord Judge, then Chief Surveillance Commissioner, wrote to all Local Authorities regarding use of social media in investigations. Please confirm whether you are aware you received this letter and:
(a) Provide a copy of your response; (please confirm if you did not respond)

Answer:

Yes, the letter was received. No response was issued.


(b) Provide a copy of any internal audit relating to social media use arising out of Rt Hon Lord Judge’s recommendations; (please confirm if you did not conduct an internal audit and state whether any internal audit of social media use has taken place since 2016). 

No internal audit has taken place to date. The first one is scheduled for later this year.


(c) Provide a copy of your corporate policy on the use of social media in investigations. (please confirm if you do not have one)

For your information this letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because an exemption under Section 21 of the Act is being applied, namely the information is already in the public domain i.e. the Council’s website:
Section 20 of the Surveillance Policy: https://www.leicester.gov.uk/your-council/how-we-work/data-protection-and-foia/  


(d) Please confirm whether a follow up audit was conducted by the Surveillance Commissioner’s Office which was exclusively or partially related to social media use in investigations by your Local Authority. 

No follow up audit has been undertaken by the Surveillance Commissioner’s Office which was exclusively or partially related to social media use in investigations by the Local Authority.

2. Does your Local Authority conduct overt and/or covert social media intelligence in some or all of its work?
Yes.


(a) If yes, please specify whether this includes profiling individuals, conducting investigations, monitoring individuals, monitoring groups, monitoring locations, gathering intelligence, for recruitment purposes. 

Conducting investigations - undertaken by the Trading Standards and Corporate Investigations teams.

(b) If your Local Authority does conduct social media intelligence/monitoring, please specify whether this includes both or either overt or covert monitoring of social media. 

Overt. Public social media profiles selling goods may be used as part of investigations, or a check of any profile raised as part of a corporate investigation may be made.


(c) If the Local Authority has conducted covert social media monitoring, please confirm the number of RIPA warrants obtained in the last two years for this purpose. 

Not applicable

3. If the Local Authority conducts social media intelligence, please provide a copy of any current guidance/policies/internal guidance/code of practice or any other such written material used by/available to the local authority or those working on behalf of the local authority to conduct SOCMINT, the monitoring or accessing of information published on social media that is either publicly available or requires additional access e.g. to be friends with an individual, to have password and login details. 

Please see Surveillance Policy and the attached guidance, ‘How to Carry Out Surveillance’.


4. If you conduct overt or covert social media intelligence relating to social media platforms, please provide a copy of:
(a) Relevant [sections of the] privacy policy;
Source of data: https://www.leicester.gov.uk/your-council/how-we-work/our-website/privacy/your-rights/  
The exemption to disclosure contained at Section 21 of the Act applies - information accessible to the applicant by other means, as this can be found on the Council’s website.

(b) the data protection impact assessment;
(c) privacy impact assessment;
(d) equality and human rights impact assessment

In respect of questions (b) to (d) above, information is not held.  Therefore this part of the letter acts as a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because, in accordance with Section 1.1 of the Act, this information is not held by Leicester City Council.

(e) training materials for those conducting social media intelligence. 

Alert in FACE staff newsletter attached.

Please state if you do not have any of the above. 

5. Please provide a copy of any other template/form/document currently used (or to be used with the next three months) by the local authority or fraud investigator (or team) in the conduct of social media monitoring

National RIPA forms as per Home Office standards if it is decided a directed surveillance authorisation is required at 

https://www.gov.uk/government/collections/ripa-forms--2
This therefore is a refusal notice under Section 21 of the FOIA since the information is publicly available in another form or format.
Non-RIPA Surveillance Form attached for investigations where it is decided a directed surveillance authorisation is not required but surveillance activities are still to be considered. 


6. Please confirm whether or not your local authority has purchased or uses software and/or hardware to conduct social network / social media monitoring and/or in relation to sentiment analysis.

(a) If yes, please state the name of the company / provider.

N/A


(b) If no, please state whether the local authority has developed internal methods to conduct social media / social network monitoring. 

Manual investigation.


7. Please confirm, if not stated in the guidance (question 3), the policy on deletion of data obtained from social networking sites. 

In line with Retention Schedule for trading standards and corporate investigations – see link at https://www.leicester.gov.uk/your-council/how-we-work/our-website/privacy/your-rights/  
The exemption to disclosure contained at Section 21 of the Act -Information Accessible to the Applicant by other means is engaged. 
8. If no documents (question 3) exist, or if the following is not covered in the documents which do exist, please explain:
a. In what areas of the local authority's work is social media monitoring used

See above.
b. What criteria must be satisfied in order for social media monitoring to be carried out

See policy & guidance.
c. Who must authorise the request to conduct social media monitoring

See policy & guidance.
d. What is the process for conducting social media monitoring

Audit to be undertaken annually by RIPA Monitoring Officer.

e. How long is data collected and retained?

In line with Retention Schedule for trading standards and corporate investigations – see link at https://www.leicester.gov.uk/your-council/how-we-work/our-website/privacy/your-rights/  s21 available elsewhere.

f. Is there any process for requesting deletion?

As per data subject rights in our Privacy Notice. S21 available elsewhere https://www.leicester.gov.uk/your-council/how-we-work/our-website/privacy/your-rights/

9. Are you able to state how regularly social media monitoring is used? If so, please provide the figures. 

This information is not held and the Council is informing you of this as required by Section 1.1 of the Act.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 
Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 


