Freedom of Information Act 2000
Your request for information has now been considered.  The Council holds the information requested.

You asked:

I would like to know how many data breaches the council has suffered since 2017. Also, what were the causes of those breaches.

A previous FOIA response issued by Leicester City Council (FOIA 18553, July 2019) gave figures for data breaches recorded by the Council for the period in question up to 19 June 2019. 

The response also explained that the Council did not record and therefore could not retrieve information regarding causes without breaching the appropriate cost limit. 

The information released at that time is deemed publicly-accessible to applicants by other means and the exemption contained at Section 21 of the FOIA applies in respect of the set of information to 19 June 2019. A link to the published response is given below: 

https://directory.leicester.gov.uk/foi-directory/foia-18553/
The total number of data breaches the Council has suffered in 2019 (up to 04.11.19) is – 259. 

Also, since 1st September 2019 the Council have been recording basic breach-type information for these and results are given below:
	Type of breach 
	 Number of incidents

	Letter to wrong address
	15

	Inappropriate disclosure
	7

	Document to wrong place
	2

	Email to wrong person
	13

	Data left unsecure
	2

	Inappropriate access 
	1

	Stolen items
	1

	Inaccurate record
	1

	Unsecure data
	1

	Verbal disclosure
	1

	Bulk email not Bcc
	2

	Loss of availability
	5

	Processing inaccurate data
	1

	Inaccurate data recorded
	6

	Processing without consent
	1

	Lost mobile
	1

	Incorrect data sent
	1

	Letter not sent securely
	1


In all reported cases the cause of the data breaches was identified as human error.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request please write to: 

Information Governance and Risk
Leicester City Council

Legal Services
4th Floor City Hall

115 Charles Street

Leicester  
LE1 1FZ
e-mail: info.requests@leicester.gov.uk 

