Freedom of Information Act 2000 – training and data incidents
Your request for information has now been considered. The Council holds the information requested.
You asked:
For each of the last five financial years, including the present financial year (regardless of completion), please would you provide available data on the:

- Gross training expenditure on all city council employees.

Answer:
The figures below show the total training spend on city council employees. The figures include training expenditure for employees within maintained schools and where the training is funded through the apprenticeship levy.

2015-16 


£3,778,697       

2016-17 


£3,675,347      

2017-18 


£2,911,570      

2018-19 


£3,461,360     

2019-20 to period 9 

£2,377,825

- Gross expenditure spent on cyber security training and awareness programmes for all city council employees.

Not separately budgeted, delivered by internal IT Security team.
- Number - and if recorded, the type - of cyber and non-cyber data breaches reported to the Information Commissioner’s Office (ICO).

We do not record data breaches in financial years, we only hold this information in calendar years. 

As at 06.01.20 the information we have recorded is as follows:

	Calendar Year
	Number of Data Breaches 
reported to ICO
	Type of Data Breach

	2015
	0
	

	
	
	

	2016
	0
	

	
	
	

	2017
	4
	Data taken for personal use

	
	
	

	
	
	Excessive disclosure

	
	
	

	
	
	Inappropriate disclosure

	
	
	

	
	
	Excessive disclosure

	
	
	

	2018
	7
	Inappropriate disclosure

	
	
	

	
	
	Inappropriate disclosure

	
	
	

	
	
	Letters to wrong address

	
	
	

	
	
	Excessive disclosure

	
	
	

	
	
	Excessive disclosure

	
	
	

	
	
	Excessive disclosure

	
	
	

	
	
	Stolen items

	
	
	

	2019
	7
	Inappropriate disclosure

	
	
	

	
	
	Stolen items

	
	
	

	
	
	Alleged inappropriate access to data

	
	
	

	
	
	Letters to wrong address

	
	
	

	
	
	Inappropriate use of images

	
	
	

	
	
	Excessive disclosure

	
	
	

	
	
	Excessive disclosure

	
	
	


- Number - and if recorded, the type - of personal data related ‘incidents’.

A previous FOIA response issued by Leicester City Council (FOIA 18553, July 2019) gave figures for data breaches recorded by the Council for the period in question up to 19 June 2019. 

The response also explained that the Council did not record and therefore could not retrieve information regarding causes without breaching the appropriate cost limit. 

The information released at that time is deemed publicly-accessible to applicants by other means and the exemption contained at Section 21 of the FOIA applies in respect of the set of information to 19 June 2019. A link to the published response is given below: 

https://directory.leicester.gov.uk/foi-directory/foia-18553/
The total number of data breaches the Council has suffered in 2019 is – 377. 

Also, since 1st September 2019 the Council have been recording basic breach-type information for these and results are given below:

	Type of breach 
	 Number of incidents

	Letter to wrong address
	41

	Inappropriate disclosure
	15

	Document to wrong place
	8

	Email to wrong person
	34

	Data left unsecure
	2

	Inappropriate access 
	6

	Stolen items
	3

	Inaccurate record
	2

	Unsecure data
	9

	Verbal disclosure
	5

	Bulk email not Bcc
	4

	Loss of availability
	11

	Processing inaccurate data
	1

	Inaccurate data recorded
	16

	Processing without consent
	2

	Lost items
	14

	Incorrect data sent
	2

	Letter not sent securely
	3

	Excessive disclosure
	2



If able to be disclosed under the Freedom of Information Act, please also provide:

- The number of phishing emails reported by staff over the recorded last 12 month period.
For your information this part of the letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000. 


Under the provisions of the exemption to disclosure contained at Section 31 (3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.


- The average click rates on simulated phishing emails for the last 12 months (if these are carried out and tracked).
As above

- The number of devices that are running out of date software.
0


- The number of devices reported as lost/stolen or unaccounted for over the last 12 months.

34


Notes for clarification:
- By ‘incident’, I mean cases when sensitive information is threatened, but not necessarily compromised. Incidents may not be reported to the ICO.
- By ‘type’, I mean the nature of a security breach or incident. Examples of type might be ‘malware’, ‘phishing’, ‘misconfigured software/hardware’, ‘data emailed to incorrect recipient’ or ‘verbal disclosure of sensitive information’.

In your response, please would you also confirm the dates of your financial year.
The financial is from 01 April to 31 March of the following year.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 
Information Governance & Risk Team

Leicester City Council

Legal Services

4th Floor, City Hall 
115 Charles Street

Leicester LE1 1FZ
e-mail: info.requests@leicester.gov.uk 


