FREEDOM OF INFORMATION ACT 2000/ENVIRONMENTAL INFORMATION REGULATIONS 2004 
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:

· How many cloud data breaches have occurred within your organisation in 2019 and 2020?
· How many cyberattacks have occurred within your organisation in 2019 and 2020? 
· How many ransomware attacks have occurred within your organisation in 2019 and 2020?
For your information this letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because an exemption under Section 31 of the Act is being applied – law enforcement. Section 31(1) (a) the prevention and detection of crime.  

Confirming or denying whether information is held on cyber-attacks and what remedial measures may or may not have been taken could aid malicious parties by encouraging further attacks. Attacks on IT systems are criminal offences, so to provide information or confirmation of information being held might prejudice the prevention of crime by facilitating the possibility of an offence being carried out. There is a very strong public interest in the effectiveness of law enforcement and the prevention of crime.

· How many data loss incidents have occurred as a result of lost or stolen devices storing your organisation’s data (such as USB flash drives, Hard Drives, Solid State Drives, mobile phones or laptops) within your organisation in 2019 and 2020?
A total of 40 incidents occurred as a result of lost/stolen devices since 2019 to date, but all Council issued devices are protected by encryption and the Council has received no report of any personal data being compromised as a result of these incidents.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
