FREEDOM OF INFORMATION ACT 2000
Your request for information has now been considered and the Council’s response to your questions is shown below.

1. Which of the following data sources is the local authority responsible for protecting?
o Personal citizen data
o Personal staff / civil servant data
o Research data
o Intellectual property
o Other, please specify

2. What is the average length of time data is stored by the local authority?
o Less than one year
o More than one year
o More than three years
o More than five years
o More than 10 years
o Other, please specify

3. Do you store data in the following locations?
o Private cloud
o Public cloud
o On-premise data centre
o Colocation data centre
o File server
o Other, please specify

4. A) Do you have a back-up of your organisation's data?
o Yes
o No
o Other, please specify 
B) If yes, what third party organisations (vendor and/or supplier) do you use to backup your organisation's data?
Rubrik and NetApp

5. Does your organisation have a disaster recovery plan in case of IT failure/outage? 
o Yes
o No
o Other, please specify

6. A) Does your organisation have an official/formal policy detailing the disaster recovery process in the event of an IT failure/outage? 
o Yes - Leicester City Council have a strategic incident response plan which is an overarching response plan. The relevant services are detailed in the plan. The expectation is that all LCC services have a service level business continuity plan which would detail the actions services would take in the event of loss of ICT, for example, revert to paper based working.  As mentioned above, there is a disaster every plan specific for ICT outages
o No
o Other, please specify
B) If yes, how often is this updated? 
o At least once a month
o Once or more a year and as when situations change so that plans are up to date/current
o Less than once a year
o It has never been updated
o Other, please specify
C) Can you share the official policy?

7. A) Does your organisation conduct tests on its data backup and IT disaster recovery system?
o Yes
o No
o Other, please specify
B) If yes, how often does your organisation test its data backup and IT disaster recovery system?
o At least once a month
o Once or more a year
o Less than once a year
o It has never been updated
o Other, please specify

8. A) Does your organisation use Microsoft Office 365? 
o Yes
o No
o Other, please specify
B) If so, how many users do you currently have?
o 0-99
o 100-249
o 250-499
o Over 500
o Other, please specify

9. A) How many unplanned IT outages has your organisation experienced in the last 12 months? (from the date of receiving this request)
B) If more than zero, on average, how long did each of these unplanned IT outages last?
Gold application outages totalled 21 with the average outage being 49 minutes

Platinum\ Gold connectivity outage totalled 2 with the average outage being 1 hour 41


10. A) How many cyber-attacks against your organisation have you recorded in the last 12 months? (from the date of receiving the FOI request)
B) If more than zero, of these incidents, how many had an impact on the organisation's operations?
For your information this letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000 because an exemption under Section 31 of the Act is being applied – law enforcement. Section 31(1) (a) the prevention and detection of crime.  

Confirming or denying whether information is held on cyber-attacks and what remedial measures may or may not have been taken could aid malicious parties by encouraging further attacks. Attacks on IT systems are criminal offences, so to provide information or confirmation of information being held might prejudice the prevention of crime by facilitating the possibility of an offence being carried out. There is a very strong public interest in the effectiveness of law enforcement and the prevention of crime.



11. When was the last time your organisation updated the following processes?
o The way data is backed up
• Insert date: July 2020
o The way data backup and IT disaster recovery systems are tested
• Insert date: July/August 2020
o Your organisations use of cloud computing technology
• Insert date: Ongoing as we use 0365,onedrive,sharepoint, teams, exchange online and Azure backup services

Definitions:

Re the above, the following definitions have been provided to help with this request.

• A backup is a copy of computer data taken and stored elsewhere so that it may be used to restore the original after a data loss event.
• An unplanned IT outage is a period of downtime during which IT systems are unavailable due to a network or power fault/failure.
• A cyber-attack is an attack launched from one or more computers against another computer, multiple computers or networks. Specific examples include but are not limited to ransomware and phishing attacks.


You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
