FREEDOM OF INFORMATION ACT 2000
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
I would like all information regarding the cyber security provisions you have at your council offices and on your IT systems and network. In particular, I would like answers to the following: 

- How many devices do you ordinarily have linked to your network on any given day? 
6000.
- How many employees do you have dedicated to the role of IT, specifically with a focus on cyber security?
IT security team dedicated = 3 

- Do you offer cyber security training to staff? If so, in what form? And what does the training entail?

Yes, in house user awareness training sessions held regularly focusing on what threats/phishing emails they could be subjected to using applications provided by LCC, and guidance on good practice of user do’s and don’ts

- What provisions do you have in place to prevent a cyber attack through these devices? 

- Have you implemented any new cyber security provisions to support staff working from home since March 2020? If so what are they and how much did they cost?

- What budget do you dedicate to cyber security annually? Can I please have a breakdown of this over the past three financial years and where it has been spent specifically.
- How many attempted cyber breaches have you recorded in the past three years? If any of these were successful, what impact did the breach have and what was the result of it?
In response to the 4 questions above. The council can neither confirm nor deny whether details about numbers and types of cyber-attacks are held under Section 31(3) of the Freedom of Information Act 2000.







Confirming or denying whether information is held on cyber-attacks and what remedial measures/systems may or may not have been taken could aid malicious parties by encouraging further attacks.








Attacks on IT systems are criminal offences, so to provide information or confirmation of information being held might prejudice the prevention of crime by facilitating the possibility of an offence being carried out. 








There is a very strong public interest in the effectiveness of law enforcement and the prevention of crime.








This letter constitutes a refusal notice under Section 17.1 of the Freedom of Information Act 2000. 







You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
