Freedom of Information Act 2000/Environmental Information Regulations 2004  
re: Council’s IT infrastructure
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
1. Data Centres and On-Premise Facilities
1a. How many data centres, server rooms, or similar on-premise facilities are currently operated or managed by the council?
1b. Please provide a breakdown of each type.

2. Data Storage
2a. What is the breakdown of the council’s data stored across the following environments?
Please provide either the percentage or numerical breakdown for each type:
- On-premise
- Public cloud
- Private cloud
- Hybrid (a mix of on-premise and cloud)
3. Cloud Migration
3a. Has the council migrated any data or services to the cloud in the past three years?
3b. If applicable, can you provide a list of systems migrated (e.g., HR, CRM, Finance, etc.)?
3c. If applicable, please could you provide the cloud service provider(s) used for each migration?

4. Cloud Adoption Policy
4a. Does the council have a formal cloud adoption policy?

5. Cloud Data Location Monitoring
5a. Does the council monitor the physical location of its cloud-hosted data (answer yes or no)?
5b. If applicable, please can you provide how this is tracked?

6. Financial Information on IT Infrastructure
6a. For the past five years, can you provide the annual spend on your IT Infrastructure?


6b. If applicable, please provide the breakdown of spend for each year of the last 3 years and for each of the following categories:
- Hardware (Servers, Computers, Network Devices, Storage Systems)
- Software
- Networks
- Data Centres
- Cloud Infrastructure (IaaS, PaaS, SaaS)
- Security Systems
- IT Service Management
- External consultancy for cloud migration or IT modernisation

Answer:

This information is exempt from disclosure under Section 31(1)(a) of the Freedom of Information Act - Law Enforcement. Disclosure of this information would be likely to prejudice the prevention or detection of crime. Section 31(1)(a) provides an exemption where prejudice could be caused to allow criminals to use the information to gain unlawful access to Council systems and infrastructure. We consider information about our data centres and data storage arrangements to be related to critical infrastructure which if targeted would disrupt our Council activities.
A disclosure made under the Freedom of Information Act, is a disclosure to the world at large. Leicester City Council takes its Data Protection responsibilities very seriously and has robust arrangements in place to protect IT systems and infrastructure. Despite genuine requests for information, some individuals may intend to misuse information to cause damage. 
Disclosure of the information may lead to a number of avenues open to the criminals to exploit potential weaknesses to cause damage, disruption or profit using criminal means. Disclosure of this information would result in the need to implement disproportionate steps and additional expense to the public purse to counter an increased risk that does not exist at present and this information will therefore not be released.

Section 31 is a qualified exemption and we are required to conduct a public interest test when applying any qualified exemption.  

Factors in favour of disclosure

• It would help transparency and accountability of the council 
• It would reassure people about whether our systems are vulnerable or not 
• It would provide information about how effective our security systems are 
Factors in favour of withholding 
• There is an inherent public interest in crime prevention 
• There is public interest in avoiding the costs (financial, distress, inconvenience, publicity, regulatory) associated with any attacks 
• There are public interests in preventing any threat to the integrity of council data 
• There is public interest in ensuring the council can comply with its duties to take all necessary steps to safeguard data 
We believe that the balance of public interest lies in upholding the exemption and not releasing the information on this occasion.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
