FREEDOM OF INFORMATION ACT 2000/ENVIRONMENTAL INFORMATION REGULATIONS 2004 
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
1.           The number of ransomware attacks made against your council/mayoralty in the years 2020, 2021, 2022, 2023, 2024 and 2025. Please break this data down by year.

2.           The 'ransom payments' made by the council amid these attacks in each of the above years. Please give me the value of each individual ransomware payment made in the above years, broken down by year.

3.           If it'd be possible to provide a brief description of all of the attacks made in 2024, please do so. (e.g., their country of origin, what data (or other information, system, etc.) was held ransom, what ransom payment was being requested, whether it was paid).

This information is exempt from disclosure under Section 31(3) of the Freedom of Information Act 2000. Section 31 of the FOIA relates to Law Enforcement, and Section 31(3) removes the Council’s duty to confirm or deny whether information is held if to do so would or would be likely to prejudice law enforcement.

It is the Council’s view that by confirming or denying that information is held relating to the Council’s cyber resilience and any ransomware attacks on the Council, would be likely to compromise the Council’s information security strategies by giving cyber criminals insight into vulnerabilities which may, or may not, exist.

FOI responses are public information and are made to the world. Section 31(3) is a qualified exemption, as such we have gone on to perform a public interest test in order to assess the public interest arguments for and against declaring whether or not the requested information is held.

In applying this exemption, we have had to balance the public interest in withholding the information against the interest in favour of disclosure.

Factors in favour of disclosure:

· Confirmation of possession would demonstrate a commitment to transparency and could provide assurance that the Council has robust IT infrastructure in place.

Factors in favour of withholding:

· Maintaining the integrity and security of Council systems

· Preventing cyber-attacks and similar against Council systems.

· Revealing whether or not the information requested is held or applicable to the Council would be likely to offer cyber criminals an insight into not only the strengths of the Council’s cyber security, but also any potential weaknesses that may exist. This could ultimately result in a future cyber-attack. One of the reasons that cyber security measures are in place is to protect the integrity of personal and sensitive personal information.

On balance the public interest in maintaining the exemption outweighs that in confirming or denying whether information is held and therefore the Council neither confirms nor denies whether this information is held. In all the circumstances of the case, the public interest in maintaining the exemption outweighs the public interest in disclosing the information.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
