Freedom of Information Act 2000/Environmental Information Regulations 2004  
re: cyber attack
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:

 
Q1. How many times has your council experienced an attempted cyber-attack over each of the past five years?  For this and all relevant questions below, please provide data broken down into calendar year including 2022 to date, or failing that, by relevant 12-month period (e.g. 2020/21, 2021/22 etc.)
· 2022
· 2021
· 2020
· 2019
· 2018
Of these attacks, how many resulted in the criminal being able to obtain data or disable systems?
· 2022
· 2021
· 2020
· 2019
· 2018
 Q3. Thinking about cyber-attacks where the criminal was able to obtain data or disable systems, how much have these cost your council in each of the past five years? If possible, please include the sum total of monies lost to hackers, legal costs and GDPR fines.
· 2022
· 2021
· 2020
· 2019
· 2018
Q4. What is the most common type of cyber-attack your council has experienced in 2022 so far? (e.g. phishing, DDoS, ransomware, password attack, malware, insider attacks)
 
Q5. In the last 12 months have you employed an external expert to give you advice on how to mitigate the risk of cyber-attacks? If you have but not in the last 12 months please state when.
 
Q6. Does your council currently hold a cyber-insurance policy to protect against the consequences of a cyber-attack?
 
Q7. If so, have you claimed on this policy?
 
Q8. Have you increased cyber security in the last year to mitigate the risk of cyber-attacks?
 
Q9. When did your council last hold training for employees aimed at reducing the role of human error in cyber-attacks and data breaches, e.g. to prevent phishing?
 
Q10. Where on your corporate risk register is cyber risk ranked?
·       We don’t have a risk register
·       It is not on our risk register
·       Outside of the top 10
·       Three – ten
·       Top three
Answer:

Under the provisions of the exemption to disclosure contained at Section 31(3) of the Act – Law Enforcement - the Council neither confirms nor denies that it holds relevant information as it deems that to do so would prejudice matters referenced at sub-section (1) of said exemption, in particular the prevention or detection of crime.

For your information this letter constitutes a refusal notice under Section 17(1) of the Freedom of Information Act 2000. 
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
