FREEDOM OF INFORMATION ACT 2000/ENVIRONMENTAL INFORMATION REGULATIONS 2004 
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
1.) Please provide your organisation’s total spend on cloud infrastructure for the last three financial years. (Please use the following categories)

<£1M

£1M - £2M

£2M-£5M

£5M-£10M

>£10M

2022-2023 

2023-2024

2024-2025

2.) Please list all of the hyperscaler cloud providers your organization currently uses:

    Amazon Web Services (AWS)

    Google Cloud Platform (GCP)

    Alibaba Cloud

    Microsoft Azure

    Oracle Cloud Infrastructure (OCI)

    Other……………………………………..

 

3.) Is your organisation considering using more than one cloud provider?

    Yes – already doing this

    Yes – under consideration

    No

    No, considering switching fully

    Other……………………………………..

 

4.) Do you have any commercial agreements with any cloud providers? If yes, please provide contract details (e.g. start/end date, amount, where you found the provider)

 

5.) Please list the internal departments with the highest utilisation of cloud services.

    Corporate Services

    Finance and Resources

    Adult Social Care and Health

    Children's Services and Education

    Housing and Homelessness

    Other……………………………………..

 

6.) What percentage of your organisation’s data is currently hosted on cloud platforms versus on premises?

    <10% hosted on cloud platforms

    10-25% hosted on cloud platforms

    25-50% hosted on cloud platforms

    50-75% hosted on cloud platforms

    75-100% hosted on cloud platforms

 

 

7.) Have you implemented any policies regarding data sovereignty and/or cloud security? (If yes, please send a copy of any policies)

    Yes

    No

    Other…………………………..

 

8.) Please disclose any information your organisation holds relating to cyber incidents affecting your cloud systems.

In response to questions 1 – 8.

This information is exempt from disclosure under Section 31(1)(a) of the Freedom of Information Act - Law Enforcement. Disclosure of this information would be likely to prejudice the prevention or detection of crime. Section 31(1)(a) provides an exemption where prejudice could be caused to allow criminals to use the information to gain unlawful access to Council systems and infrastructure. We consider information about our data centres and data storage arrangements to be related to critical infrastructure which if targeted would disrupt our Council activities.

A disclosure made under the Freedom of Information Act, is a disclosure to the world at large. Leicester City Council takes its Data Protection responsibilities very seriously and has robust arrangements in place to protect IT systems and infrastructure. Despite genuine requests for information, some individuals may intend to misuse information to cause damage. 

Disclosure of the information may lead to a number of avenues open to the criminals to exploit potential weaknesses to cause damage, disruption or profit using criminal means. Disclosure of this information would result in the need to implement disproportionate steps and additional expense to the public purse to counter an increased risk that does not exist at present and this information will therefore not be released.

Section 31 is a qualified exemption and we are required to conduct a public interest test when applying any qualified exemption.  

Factors in favour of disclosure

• It would help transparency and accountability of the council 

• It would reassure people about whether our systems are vulnerable or not 

• It would provide information about how effective our security systems are 

Factors in favour of withholding 

• There is an inherent public interest in crime prevention 

• There is public interest in avoiding the costs (financial, distress, inconvenience, publicity, regulatory) associated with any attacks 

• There are public interests in preventing any threat to the integrity of council data 

• There is public interest in ensuring the council can comply with its duties to take all necessary steps to safeguard data 

We believe that the balance of public interest lies in upholding the exemption and not releasing the information on this occasion.

 

Ofcom/CMA Investigation
Ofcom has raised concerns that some of the largest cloud providers (like Amazon AWS and Microsoft Azure) make it difficult or expensive for organisations to switch providers. This led to a formal investigation by the CMA, which is expected to publish its final findings by 4 August 2025.

 

9.) Is your organisation aware of the CMA investigation into major cloud providers and the concerns around switching costs, contracts, and competition?

    Yes – fully aware

    Somewhat aware

    Not aware

    Other…………………………..

 

10.) Has your organisation taken any steps in response to this (for example, discussing risks of lock-in, reviewing contracts, or exploring alternative providers)?

    Yes – formal review or actions taken

    Yes – informal discussions only

    No steps taken

    Other…………………………..

 

11.) What concerns, if any, do you have with your current hyperscaler cloud provider?

    Cost

    Security

    Reliability (e.g., SLAs/customer care)

    Vendor Lock-in

    Geopolitics

    Environmental concerns (e.g., water usage, power consumption, emissions)

    No concerns

    Other…………………………..
    Not applicable.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
