Freedom of Information Act 2000/Environmental Information Regulations 2004  
re: authentication policies aligned with cyber-security standards
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
This request is made under the Freedom of Information Act 2000 and relates only to citizen-facing online services (for example, housing portals, council tax accounts, or benefits portals). It does not concern internal staff systems or administrative tools. The research does involve information on detailed technical configurations for public-facing web portals. Please provide the following information/documents:

1. A copy of (or extract from) your current policy that governs user authentication for citizen-facing online services.

2. The specific password rules that apply when citizens create an account or perform a password reset. For example, password character minimum and maximum limits, special character enforcement.

3. Whether MFA is offered or required for citizen-facing services, and, if so, what types are supported (e.g. SMS, email, or authenticator app).

4. A brief description or document outlining how password resets or account recovery are handled for public users (e.g. email verification, security questions, or other processes).

5. The date these policies were last reviewed or updated, and whether the policies align with any national or international guidance (e.g. NCSC, NIST SP 800-63, or ISO 27001).

Please also find attached a Participant Information Sheet titled “Participant Information Sheet” which explains in detail what data is being gathered, how it will be stored, how it will be processed, how it will be destroyed, and the process if any personal or sensitive information is received or found.

Answer:

This information is exempt from disclosure under Section 31(1)(a) of the Freedom of Information Act - Law Enforcement. Disclosure of this information would be likely to prejudice the prevention or detection of crime. Section 31(1)(a) provides an exemption where prejudice could be caused to allow criminals to use the information to gain unlawful access to Council systems and infrastructure. 

A disclosure made under the Freedom of Information Act, is a disclosure to the world at large. Leicester City Council takes its Data Protection responsibilities very seriously and has robust arrangements in place to protect IT systems and infrastructure. Despite genuine requests for information, some individuals may intend to misuse information to cause damage. 

Disclosure of the information may lead to a number of avenues open to the criminals to exploit potential weaknesses to cause damage, disruption or profit using criminal means. Disclosure of this information would result in the need to implement disproportionate steps and additional expense to the public purse to counter an increased risk that does not exist at present and this information will therefore not be released.

Section 31 is a qualified exemption and we are required to conduct a public interest test when applying any qualified exemption.  

Factors in favour of disclosure

• It would help transparency and accountability of the council 

• It would reassure people about whether our systems are vulnerable or not 

• It would provide information about how effective our security systems are 

Factors in favour of withholding 

• There is an inherent public interest in crime prevention 

• There is public interest in avoiding the costs (financial, distress, inconvenience, publicity, regulatory) associated with any attacks 

• There are public interests in preventing any threat to the integrity of council data 

• There is public interest in ensuring the council can comply with its duties to take all necessary steps to safeguard data 

We believe that the balance of public interest lies in upholding the exemption and not releasing the information on this occasion.

You may re-use the information under an Open Government Licence.

If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
