FREEDOM OF INFORMATION ACT 2000/ENVIRONMENTAL INFORMATION REGULATIONS 2004/ UK GDPR/ DATA PROTECTION ACT 2018 (DPA)
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:
I am writing to request information regarding the recent hacking incident that affected your systems. Specifically, I would like to know:

Details of the Data Loss:
What data has been compromised or lost due to the cyber attack?
Has any personal information, including mine, been affected?
Answer:
The Council holds the information you have asked for.

The information is currently exempt from release under section 31(1) – Law Enforcement, due to the ongoing criminal investigation. Releasing any information relating to the investigation at this time could prejudice law enforcement’s ability to prevent and detect crime. It is not in the public interest to raise the risk of prejudicing any future trial. 
The council is meeting transparency requirements where possible by announcing updates on its website and publishing FAQs on the incident. At the moment, we are aware of around 25 or so confidential documents that have been published online. They include rent statements, applications to purchase council housing and identification documents such as passport information. Please see here: https://news.leicester.gov.uk/news-articles/2024/april/cyber-incident-update-3-april-2024/ and here: https://www.leicester.gov.uk/your-council/how-we-work/our-website/cyber-incident/cyber-incident-frequently-asked-questions/ 

Further detail of the data you have requested is being withheld as it is the personal data of other individuals, and this is exempt under section 40(2) of the FOI Act – Personal Information.

Any request for information relating to your own data is exempt from release under the FOI Act under section 40(1) - personal information. It has been considered as a subject access request under the data protection legislation instead.
To date, there is no evidence that your data has been compromised. 
For more information about how the Council obtains your personal information, what it collects, the reason it collects it and how it is used, how long it is kept, the types of third parties it may share your information with and why and if any of these third parties are outside of the EU, please see the Council’s Privacy Notice at https://www.leicester.gov.uk/your-council/how-we-work/our-website/privacy/. This notice also tells you how you about your rights under data protection legislation.
You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
