WhatsApp Acceptable Use for Rights and Participation Service
Purpose:

The purpose of this briefing paper is to outline how WhatsApp can be used for supporting the Council when contacting children, young people, parents and carers (CYPP&C’s). It will provide clarification regarding how employees should conduct themselves when using WhatsApp.
This paper is not intended to restrict employees from using WhatsApp, but to raise awareness of the risks they could potentially face when using this App to contact CYPP&C’s they are working with.
The implementation of this paper will ensure situations are avoided where the integrity of employees could be undermined, the Council is bought into disrepute and professional relationships with colleagues and service users are compromised.
It is important to remember that the use of WhatsApp is not to replace face-to-face contact with CYPP&C’s but is to be used as an alternative way to remain in contact to share information.

Background:
WhatsApp has been authorised to be used as a communication tool from a work mobile to individual CYPP&C’s. The Rights and Participation Service will also have access to a phone that will be used to send out generic ‘Broadcast’ messages. The security of the data has been risk assessed. It will be up to the service user if they wish to communicate with staff using this app. 

Scope:

WhatsApp will be installed on all work phones for staff working in the Rights and Participation Service and should only be used for the purposes of supporting the communication between members or staff and CYPP&C’s. 

There are two ways that the Rights and Participation Service can use this App:

1) To use individual WhatsApp accounts on work phones to communicate directly with Children, Young People, Parents and Carers about case matters, participation opportunities or group work matters. 

a. Staff must not disclose any sensitive information. 

b. Staff can make voice calls using WhatsApp when connected to Wi-Fi. However, they must be mindful of their conduct in relation to confidentiality whilst doing this if they are in a public place, or another location where they may be overheard by those with no need to know (note: this may include other Council offices). 
c. Staff will need to ensure that they manually enter any the content of conversations onto line of business systems in a timely manner where specific to case work or safeguarding
2) The ‘Broadcast’ functionality will be used to send messages about Participation groups, participation opportunities and key messages.
a. This is only to be used via a separate work phone that is only to be used for this specific purpose. 
b. Although messages from this account will be sent to more than one service user, recipients will not be able to see each other’s contact details and there will be no individual case work done via this account. 
c. This functionality will not be used for marketing. 
d. When sending Broadcast messages, staff will need to make sure they keep all messages professional and do not disclose any personal or sensitive information. 

Responsibilities:

LCC Employees:

· Employees are reminded that the primary purpose of WhatsApp is for business use and they must inform service users that it is only to be used during working hours and is not a way of reaching their key workers on a 24/7 basis.
· Employees should also consider use of other means of communication, such as Council-controlled Microsoft Teams meetings where detailed engagement with service users are required.

· Ensure the Data Protection and Information Security mandatory training for staff is complete / up-to-date for all employees using this- including the reading of the Council’s Information Governance & Risk policy and Information Security and Acceptable use policy.

· Do not use WhatsApp to send any sensitive information. 

· Ensure all conversations are recorded in the line of business system where relevant to case work or safeguarding

· To make phone available for manager spot check at any given time. 

· Delete conversations that are no longer active and/or relevant.

· Staff will need to inform the service user of their responsibilities when using WhatsApp as a method of communication with LCC. 
· It is important to remember that the service user does not need to use WhatsApp and can opt to use other methods of communication.
Managers:
· Team Managers should ensure all staff are aware of the mobile phone policy and ensure they are fully aware of this paper and the acceptable use guidelines contained within before having the App installed on their work device. 
· Ensure the Data Protection and Information Security mandatory training for their staff is complete / up-to-date - including the reading of the Council’s Information Governance & Risk policy and Information Security and Acceptable use policy.

· Team managers should monitor content of conversations for Information Governance concerns – i.e. to ensure that no personal data is sent by staff to service users in the WhatsApp conversations. 

· Managers should take part in any group / broadcasts undertaken
· Managers can request to review individual WhatsApp conversations at any time

· Report information incidents linked to WhatsApp in line with LCC policy for reporting Information Security Incidents, via Information-Security-Incidents@leicester.gov.uk
