Freedom of Information Act 2000/Environmental Information Regulations 2004  
re: monitoring insider threats
Your request for information has now been considered and the Council’s response to your questions is shown below.

You asked:

1. Who in Leicester City Council has overall responsibility for auditing/ monitoring insider threats – counter fraud? (Name and email address if possible).

Answer:

Internal Audit perform Audits, ICT promote IT Security and Corporate Investigations investigate where abuse/wrongdoing is suspected.

2. Do you have a Counter Fraud Champion and/or Counter Fraud Team? If yes, what is their name and email address?


Financial Probity of Accounts is a function of the S151 Officer.  This function contains a Corporate Investigations Team.  The Head of Service for this area is Caroline Jackson, caroline.jackson@leicester.gov.uk
3. How is Leicester City Council able to check that your IT systems are being used in the way that they should?

Where abuse of systems is suspected the council has in place procedures to interrogate the systems to look for potential issues. 
Internal and external auditing.

4. In the last 5 years, how many employees have misused their authority and used your IT systems inappropriately - e.g.: to identify vulnerable people, falsify records, make false claims etc? 

6
5. In the last 5 years, how many employees have been investigated under the Fraud Act 2006 and subsequently been found to have actually committed fraud.

1
6. How much money has Leicester City Council lost as a result of insider fraud/corruption in the last 5 years? (The cost of fraud to local government is estimated at £2.2 billion a year and I would like to know how that relates to Leicester City Council). For clarity, I would like to know the total amount whether subsequently recovered or not.

£901.65, which was recovered.
7. How often do you have to audit your IT systems to make sure employees are using them appropriately?

In-line with our auditing requirements or on request via our Corporate Investigations Team.
8. When and how would Leicester City Council be alerted to the fact that someone has used the IT system inappropriately?

System reporting

9. Who has overall responsibility for ensuring that your IT systems are secure from internal threats? Name and email address if possible.

Carl Skidmore, City Information Officer
Carl.skidmore@leicester.gov.uk
10. Do you currently have a budget allowance for auditing and monitoring your IT systems within Leicester City Council? If so, how much?


Not specifically; the activity is included within other budgets such as internal audit, counter fraud and IT.
11. How many computers are there in Leicester City Council?
5,500 
12. What operating systems do your computers use? 

Windows 10
13. How many staff are employed at Leicester City Council? 

5,962
You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
