FREEDOM OF INFORMATION ACT 2000/ENVIRONMENTAL INFORMATION REGULATIONS 2004 
Your request for information has now been considered and the Council’s response to your questions is shown below. The Council holds the information.
You asked:

I am writing to politely request the following data under the terms of the Freedom of Information Act 2000 (FOIA) on cyber attacks affecting Leicester City Council. Where possible please provide data broken down by calendar year or failing that, by relevant 12-month period (e.g. 2021/22 2022/23 etc.) for which data is available.
 
1.      How many times has your organisation experienced an attempted cyber-attack in the last two financial years? 
2.      Have you ever reported any cyber-related incidents to the NCSC and if so, how many in the last two financial years?
3.      Thinking about cyber-attacks where the criminal was able to obtain data or disable systems, how much have these cost the organisation?
4.      How much of the organisation’s total annual budget is spent on cyber support, protection and computer systems?
5.      How many people are employed by the organisation to oversee cyber support and programmes? 
Answer:

Disclosing information specific to our IT security stance, processes and actions may reveal information that would prejudice the prevention or detection of crime and is exempt under section 31 (1) (a) of the FOI Act.

Section 31 is a qualified exemption, and we are required to conduct a public interest test when applying any qualified exemption. This means that after it has been decided that the exemption is engaged, the public interest in releasing the information must be considered. If the public interest in disclosing the information outweighs the public interest in withholding it, then the exemption does not apply, and the information must be released. In the FOI Act there is a presumption that information should be released unless there are compelling reasons to withhold it.

The public interest has now been concluded and the balance of the public interest has been found to fall in favour of withholding information covered by the section 31 (1) (a) exemption. Considerations in favour of the release of the information included the principle that there is a public interest in transparency and accountability in disclosing information about government procedure and contracts. However, release of this information would make Leicester City Council more vulnerable to crime. The crime in question here would be a malicious attack on Leicester City Council’s computer systems. As such release of this information would be seen to prejudice the prevention or detection of crime by making Leicester City Council’s computer system more vulnerable to hacking. There is an overwhelming public interest in keeping local government computer systems secure which would be served by non-disclosure. This would outweigh any benefits of release. It has therefore been decided that the balance of the public interest lies clearly in favour of withholding the material on this occasion.

You may re-use the information under an Open Government Licence.
If you are dissatisfied with the handling of your request, please write, explaining your grounds of appeal, to: 

Internal Review

Information Governance & Risk
Email: info.requests@leicester.gov.uk
